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Abstract 
Modern organizations rely heavily on information systems (IS) to automate their tasks and distribute 
their products and services. In order to protect information assets, most organizations develop technical 
and procedural measures to protect their information systems. However, relying only on technical based 
security solution is not enough. Organizations have to invest in raising the awareness of their employees 
on information security policies (ISP). Employees’ ISP awareness is focused on increasing the knowledge 
of employees on the security requirements of their organizations. Employees’ information security 
awareness is a critical component in improving information security which is going to be the main focus 
of the current study. 
The literature has addressed the impacts of employees’ security awareness on other constructs. Several 
studies have found a strong relationship between security awareness and ISP compliance which leads to 
improve the overall information security in organizations. However, the literature shows a lack of 
empirical investigations on the drivers of information security awareness and particularly ISP awareness.  
We primarily aim to investigate the drivers of ISP awareness. We developed a research model to identify 
the drivers of employees’ ISP awareness. Our model categorizes these drivers into two categories: 
organizational and individual enablers. Organizational enablers consist of ISP fairness and ISP quality. 
Individual enablers consist of self-efficacy and technology awareness. Furthermore, our model examines 
the influence of information security awareness on employees’ perceived usefulness of protection which is 
expected to influence their satisfaction with security practices. 
Our motivation from participating in AMCIS 2016 TREO TALK is to have a valuable feedback from the 
experts and scholars who would attend the conference. We are looking forward to get constructive 
comments about our research model and discuss the evaluation methodology to validate our work. 
Furthermore, we aim to discuss the potential future work in information security awareness. 
 
 
 
